Page 36 of 38 




other disk storage 



FAT32 
volume or 
partition 

16 



System disk 



12 



14' 







□si 


1" 10 













Computer 



18 







FTPS 




VUiUlTIC %Jl 




partition 




OS 




folders 










—i 


C:\ 


o 




< 



System 
registry 







HKCR 


o 
< 



28 



22 



7 



HKLM 


-1 
o 
< 




— 


Security 


_j 
o 
< 



Etc. 




18- 



WINEX)WS 



Program 


-J 


Files 





T 



lO.SYS 
d 





— i 


system32 


o 
< 





—1 


Tasks 


o 


< 









o 




< 



20- 







Comres.dll 









22 




Header 


Audit ACL 


ACE 


SID 


Permissions ACL 


ACE 


SID 


Permissions ACL 


ACE 


SID 



ACL 
structure 



20^22 

System disk 
folder structure 



FIG. 1 
(background art) 



22 




Permissions ACL ACE SID 



SID (User) 



SID (Group) 



Type 


Flags 


Size 


Access 
Mask 


SID 



ACE 
structure 



Page 37 of 38 



108 




100 



FIG. 2 



Page 38 of 38 



202 



204- 



206- 



208- 



210- 



212 



214- 



Start ) 





r 


initialization 

(optional) 



I 



Obtain list of 
system objects 



Create & store 
inert system 
object for listed 
system objext 



Crater that 
system object 




Wrap-up 
(optional) 



200 



216 --v-{ stop ) 



FIG. 3 



